
BUILDING PARTNERSHIPS IN UNMANNED AIRCRAFT SYSTEMS
OPERATIONAL SAFETY AND ACCIDENT INVESTIGATIONS
Thomas A. Farrier, MO3763

Principal Safety Analyst, ClancyJG International, Inc.
Chair, ISASI Unmanned Aircraft Systems Working Group

Tom Farrier has been an ISASI member since 1995.  He began his aviation safety career in the U.S. Air Force, serving as an on-scene investigator as well as performing prevention and programmatic duties at wing, major command and Headquarters Air Force levels.  After his military retirement he was National Safety Coordinator for the National Air Traffic Controllers Association, later becoming Director of Safety for the Air Transport Association.  Since 2005 he has been a government contractor addressing aerospace safety matters ranging from heliport design to space tourist safety to his current work in the emerging field of unmanned aircraft systems.
The views expressed in this paper are the author’s, and do not reflect official positions of the Federal Aviation Administration, ClancyJG International, or its clients.
Introduction

Unmanned aircraft systems (UAS) increasingly are finding their way into shared airspace, flying side by side with manned aircraft throughout the United States.  In some instances, this is being orchestrated on a case-by-case basis.  In others, it is due to increased latitude granted military and other public-use UAS operators by the Federal Aviation Administration (FAA) under pressure from UAS users, interest groups, and in some cases the U.S. Congress.  
The “how” of enabling present-day UAS operations is important, and this paper will briefly address the current U.S. authorizing mechanisms.  However, from both practical and safety perspectives it is far more important to consider the future aviation landscape, where unmanned aircraft are likely to be in widespread use even as their impact is still being evaluated.  For a variety of reasons, advocacy of unmanned aircraft systems is outpacing a knowledge-based approach to bringing them into the current aviation system.  Foremost among these is a near-universal perspective on data related to UAS operations and safety that is completely at odds with how similar data on manned aircraft has come to be regarded.

By their nature, unmanned aircraft systems have the potential to be extremely de-stabilizing in an operational environment that evolved from the basic principle of seeing and avoiding other aircraft in accordance with standardized right-of-way rules.  In a 2008 report to the U.S. Congress, the Government Accountability Office (GAO) made the following observation:

Routine UAS access to the national airspace system poses a variety of technological, regulatory, workload, and coordination challenges. Technological challenges include developing a capability for UASs [sic] to detect, sense, and avoid other aircraft; addressing communications and physical security vulnerabilities; improving UAS reliability; and improving human factors considerations in UAS design.(1)

In other words, UAS “integration” – the preferred term for the desired end state advocated by most current public use UAS operators – has to address not only the lack of an on-board pilot to perform see-and-avoid duties, but issues arising from the remote location of the pilot, different certification strategies, and a lack of broad-based expertise in UAS-oriented human systems integration as well.  The only way to do so is from a solid foundation of experience-based data, encompassing both day-today operations and the fruits of accident investigations.  To date, the availability of either type of information in any meaningful quantity has been extremely limited, for reasons to be discussed presently.
There is also an additional significant challenge to safe UAS integration in shared airspace: the limits of civil regulatory authority over many aviation operations.  As will be explained in this paper, the FAA, while exerting unchallenged control over United States airspace (2), has far less control over the certification of either pilots or unmanned aircraft systems of the vast majority of current UAS operators desiring access to that airspace.  This places the FAA – and indeed all civil regulators – in the worrisome position of being required to assure the safety of all users of their airspace while being unable to independently ensure the safety of many systems or operations flown within it.  In some cases, regulators may not even be aware of the full extent or nature of some hazards, simply because current operators are not necessarily obliged to share such information.

Finally, the explosion of growth in the UAS sector has brought legions of new entrants into the aviation manufacturing business.  Unlike the first century of aviation, however, these companies have not had to concern themselves with the challenges of figuring out how to make aircraft fly safely, nor have they been engaged in an iterative, collaborative process of developing and working within a regulatory structure as they evolve their aircraft.  Instead, they can start with proven, flightworthy designs and set out to improve upon them by optimizing their range, their payload, or both.  They are doing so within what is largely a regulatory vacuum, or at least a very gray area, where the emphasis is on what their aircraft will carry rather than on the fact that their end products are true aircraft that must operate within an established aviation system.
The only way to systematically address the needs of regulators trying to chart the future directions of unmanned aircraft systems in shared airspace is for today’s UAS users to allow them far greater access to the practical operational and safety knowledge they have built and continue to build.  Such access needs to be accompanied by a strategy for harnessing the resulting flow of information to the development of comprehensive civil UAS pilot and system certification standards.  
At the same time, those same regulators need to actively seek out new and emerging UAS manufacturers, armed with lists of the specific types of data they need to make informed risk decisions and prepared to discuss – in detail – the pitfalls associated with specific designs and applications.  Neither of these courses of action will be easy to follow, but they are critical to the deliberate, measured introduction of potentially disruptive new technologies and new hazards into the existing, generally safe aviation system we enjoy today.
There is one other critical aspect to the current dearth of UAS-related operational and safety information, and which most conversations on the subject seem to disregard.  The amount and quality of data available to support effective UAS accident investigations – governmental or internal – is sorely lacking, and the findings of investigations which are being conducted by various UAS operators and manufacturers are not being leveraged effectively to support the broad objectives of UAS safety as a sector.  As UAS use propagates, the established, mutually supporting investigative and regulatory processes must be given the opportunity to perform the functions for which they evolved and exist today.
Who Makes Up Today’s “UAS Community”?

The principal UAS stakeholders – and thus, the main holders of or gatekeepers to useful information about the operation and safety of the broad constellation of unmanned aircraft systems – fall into a few major categories.

Operators

Current operators of UAS in the U.S. National Airspace System (NAS) include traditionally aviation-oriented components of the military that are adding UAS to their fleets; public agencies with defined missions that are taking advantage of the economic efficiencies associated with UAS to expand their capabilities in the aviation environment; and, a handful of new entrants into the community of flight pursuing entrepreneurial ideas for using the UAS platform commercially.
In the U.S., the umbrella term “public use” UAS operators includes military organizations, Federal agencies performing a variety of missions, state and local law enforcement entities, and state-owned universities.  In the first instance, the uniformed military services have flown manned aircraft for generations, and may be considered experienced NAS participants to the extent that the largest unmanned aircraft in their fleets are being flown and maintained much the same as their current manned aircraft.  Regardless of size, capabilities or missions, however, under public law all of these organizations have the right to certify the airworthiness of their own unmanned aircraft systems and, to a large extent, the pilots who fly them as well.  
Unfortunately, there is a significant disconnect in this process, in that the provisions of the law in no way require that an aircraft declared “airworthy” by non-civil authorities be capable of safely interacting with all components and other users of the NAS.  In fact, even for civil registered aircraft, “NAS-worthiness” is wholly dependent upon an aircraft’s conformity to its type certificate, adherence to technical standard orders (TSO) governing required on-board equipment for certain types of operations, and the aircraft’s “condition” relative to wear and deterioration, such as skin corrosion, window delamination/crazing, fluid leaks, and tire wear.  These collectively determine the airworthiness of a given aircraft in a given environment. (3)  

Unmanned aircraft are not issued type certificates, and there are no UAS-specific TSOs even for flight-critical components like flight control hardware and software or command and control links.  So, it is not unreasonable to wonder what criteria exist that, if made available to the FAA, could be consistently applied to establish the minimum performance to be expected of UAS operating in shared airspace.  Even in the absence of civil airworthiness criteria, unmanned aircraft by the hundreds take to the skies every day, strictly on the independent certification authority of their operators.  Presumably, such operations are supported by experience-based data and thorough risk assessments; however, no such data has been forthcoming to support civil UAS certification efforts.
To this point, little has been said about civil UAS operators.  In contrast to the public use sector, since there are no regulations currently in place establishing UAS aircraft, ground control system or pilot certification standards for civil operators, there is no provision for UAS to be flown as general aviation aircraft with typical airworthiness certificates.  This has served as a brake on some – but not all – UAS flying aimed at developing capabilities and markets.  So, for now, just about the only “civil” operators of UAS are manufacturers of UAS, as discussed below.
Manufacturers

As with the operators, the UAS manufacturers’ sector is an interesting blend of the old and the new, including long-standing aerospace corporations, existing companies diversifying into aviation to support other lines of business, and purely UAS-oriented start-ups.  If one scans recently published lists of current (announced) unmanned aircraft manufacturers, familiar names appear, like Boeing, EADS, Northrup Grumman, Thales, and IAI.  For those with at least a nodding familiarity with unmanned aircraft systems, you’re likely to recognize names like General Atomics, Aerovironment, and InSitu as well.
However, for every established aerospace company engaged in UAS development or production, there are at least a dozen or more small businesses or individual entrepreneurs in search of part of the burgeoning UAS market.  In some cases, their business plans involve the modification of popular model aircraft to accommodate specific mission packages or payloads.  In others, the preferred approach is to work backward, trying to find a sensor suite that would meet a particular customer’s needs and then reducing its power requirements and weight to be capable of carriage aboard the smallest aerial platform practical.
No matter the business plan, however, two fundamental challenges remain: identifying current and emerging UAS manufacturers, and encouraging them to document progress (and setbacks) encountered in their development efforts.  Since the majority of these concerns are start-ups or similarly entrepreneurial in nature, most do not have pre-existing relationships with the FAA, and the FAA’s Aircraft Certification Service is not adequately staffed to enter into a major UAS-related outreach effort.  So, this aspect of the larger data problem becomes clear: how to develop a useful body of knowledge regarding what works for unmanned aircraft applications and what doesn’t from a largely inexperienced cohort of beginning and prospective UAS manufacturers.
Interest groups

Many of the major actors in UAS advocacy are relatively new to the aviation arena.  These include the Academy of Model Aeronautics (AMA), a hobbyist umbrella organization similar to the Aircraft Owners and Pilots Association, and the Remote Controlled Aerial Photography Association (RCAPA), a somewhat looser affiliation of nominal hobbyists whose focus is on exploiting the capabilities of radio controlled model aircraft to engage in aerial photography easily adaptable to commercial use (in other words, for purposes not currently sanctioned by the FAA).  These two groups have similar, although slightly different objectives.  AMA seeks to prevent the regulation of model aircraft flown by hobbyists, even though many such aircraft are significantly larger and faster than unmanned aircraft that are likely to be certified in the future for commercial purposes.  RCAPA does not have as clearly stated an agenda, although their engagement in UAS-related issues suggests that they would like to see model aircraft left unregulated without being limited to non-commercial operations only.
AMA has tracked the safety experience of its members for a considerable amount of its history.  Through their record-keeping, it has been possible to document the effectiveness of at least some of the purely administrative controls imposed by Advisory Circular 91-57, Model Aircraft Operating Standards, which has been the only operational and safety guidance for model aircraft provided by the FAA for the past thirty years.  RCAPA has not shared similarly structured information to date.
There also are at least three major trade associations supporting UAS interests: Association of Unmanned Vehicle Systems International (AUVSI); UVS International; and the British-based Unmanned Aerial Vehicle Systems Association (UAVS).  Neither of the first two are focused purely on aviation, nor can they be directly equated with the Air Transport Association, International Air Transport Association, or similar bodies oriented toward both lobbying and interaction with aviation regulators.  However, both provide an annual forum for exploration of technical and operational issues.  
By contrast, UAVS is deeply involved as an active participant in a variety of UAS-related activities and working groups at both the national and international levels, and considers continuous engagement in the formulation of policies and strategies one of the prime benefits it provides its members.  Other nationally-oriented UAS associations, such as UVS Canada, the Russian Unmanned Vehicles Association, and the Japan UAV Association (JUAV) do similar work in the context of their respective national manufacturing and airspace integration (or segregation) efforts. (4)
Unfortunately, it does not appear that any of the above has developed any kind of formal data-sharing processes to date, even for the benefit of their members.  Still, it is possible that, by providing a trusted, industry-only forum to facilitate such exchanges on an informal basis, these organizations are helping ensure that some lessons learned are being shared out of the public eye.

Current FAA Data Collection from UAS Operators
The FAA has been individually reviewing applications for proposed UAS operations in U.S. domestic airspace for more than a decade.  This has not always been a smooth or mutually satisfying process, and it is becoming progressively more burdensome as the numbers of applications – and operators – continue to grow.  However, to date it has completely prevented even a single occurrence of the two worst-case scenarios against which the public must be protected: a midair collision between a manned and an unmanned aircraft, and personal injury or major property loss resulting from an unmanned aircraft ground impact.

Given the limitations of unmanned aircraft in terms of both see-and-avoid and the undesirability of control link loss in some locations and classes of airspace, the gap between UAS capability and the needs of NAS as a whole is bridged in the U.S. by two separate processes: the “Certificate of Waiver or Authorization” (COA) process, managed by the FAA Air Traffic Organization (ATO) in cooperation with the FAA’s Unmanned Aircraft Program Office (UAPO); and, the “Special Airworthiness Certificate – Experimental Category” (SAC-Exp) process, managed by the UAPO with the participation of the ATO. (5)
Both approval processes are firmly rooted in assessing the fitness of specific UAS to operate in specific locations and types of airspace, and in minimizing their impact on other users of the NAS as they do so.  Both also specify minimum qualifications for the pilots who will operate under their authority, usually specifying that he or she hold a commercial certificate or its military equivalent.
However, beyond imposing operational controls to mitigate various recognized hazards associated with UAS operations, a key component of both approval processes is a requirement for operational and safety reports documenting authorized flights in the NAS.  Monthly reports include basic data regarding flight hours and operations, to aid in normalizing reported data; individual occurrences are reported as they happen.  In addition, a new template for COAs is about to be released, which will significantly expand the types of non-hull loss events of interest to regulators in developing system and pilot certification criteria for eventual civil use.
As might be expected, this arrangement is unsatisfactory for virtually all concerned.  Public use operators sometimes resist the notion of being obliged to report on such occurrences to the FAA, and occasionally do so only when advised that the FAA has been made aware of a specific event through other channels.  On the other hand, the FAA’s intake is limited to only a small fraction of the totality of data related to UAS operations; military operators in particular do not report any events occurring in special use airspace, and they are not required to do so.  It is clear, then, that the only source of a truly representative body of data, reflecting UAS operations and losses in all environments and locations where they are conducted today, is the users themselves.
The Needs of UAS Accident Investigators


Given that there currently is little hard data available to regulators regarding UAS accidents, incidents and malfunction trends, air safety investigators obviously face a host of new challenges as unmanned aircraft systems become more widespread, especially in non-governmental use.  The three most critical are likely to be:

· Knowing how to investigate an unmanned aircraft accident;

· Knowing what can go wrong; and

· Having a common language with which to describe findings and make recommendations.

In a paper for a previous ISASI Annual Seminar, the author invited the air safety investigator community to start thinking about the macro-level world of unmanned aircraft, primarily addressing the first of the above issues with some examples of how innovative technologies, provisions made to allow remote operation of the aircraft, and other hardware and software considerations may be new to investigators.  The ISASI Unmanned Aircraft Systems Working Group is beginning to delve into these and other topics in more detail.  
However, for the purpose of promoting general understanding about how all three of the above issues may arise in the context of an unmanned aircraft system accident and its aftermath – and to better understand the need for a much greater amount of back-and-forth among regulators and the various UAS stakeholders than exists today – it is worthwhile to briefly touch upon each in turn.

The Mechanics of Investigation

To break down the investigator’s problem to a manageable level, it is important to recognize that unmanned aircraft systems consist of multiple, non-collocated components: some exactly the same as manned aircraft, some similar to those used in manned aircraft but employed differently, and some unique to remotely piloted aircraft.  It is equally important to recognize that different manufacturers choose to solve the various technical challenges associated with unmanned aircraft in very different ways.

Special Committee 203 of RTCA (“Unmanned Aircraft Systems”) has conceptualized unmanned aircraft systems as depicted in Figure 1 (on the following page).  Using this conceptual diagram as a starting point, the skills and areas of concentration that may be required to support a UAS accident investigation begin to emerge.  A typical NTSB investigation may involve nine or more groups working on individual aspects of the accident, including:

· Air traffic control

· Airplane Performance

· Human Performance

· Maintenance

· Meteorology

· Operations

· Powerplant

· Structures

· Systems
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Figure 1.  Common Components of an Unmanned Aircraft System (RTCA SC-203, DO-304,

Guidance Material and Considerations for Unmanned Aircraft Systems (March 22, 2007))

Mapping the NTSB areas of concentration against the “segments” described above, most of the basic areas of inquiry readily suggest themselves.  The investigator’s path seems fairly straightforward at this point; however, in the absence of specific knowledge about the exact system involved in the accident, the picture quickly becomes much murkier.

Developing Theories of the Sequence of Events


The RTCA architecture is a brilliant simplification of the raw components that must be in place to make an unmanned aircraft system work.  However, for investigators, its utility fades rapidly once basic investigative requirements are figured out and a broad sense has been developed of the segment or segments most likely to have played a part in the accident’s sequence of events.


The investigator’s task is greatly complicated when you walk onto an accident scene with no perspective on the safety record of the type of aircraft involved.  It becomes that much more so when you realize that, for example, you may not have any idea as to the precise way that the UAS pilot’s control inputs reach the unmanned aircraft’s control surfaces.  The ingenuity that has been applied to this challenge by different manufacturers is nothing short of extraordinary, with countless novel uses of off-the-shelf and proprietary hardware and software used throughout the control, communications and aircraft segments. However, the solution often is completely unique from one manufacturer to the next, meaning that a control link failure could be traceable to a variety of sources, or could be incidental to a completely different malfunction.

With this background, it should be apparent that, for every new accident, each investigator will have to become an expert not only on the accident at hand, but on the precise operation of and relationships among all of the notional “segments” embodied in the accident UAS.  Even having done so, the most difficult challenge is yet to come: describing what happened in such a way as to support an actionable judgment on the observed failure or failures leading to the accident.

Existing Taxonomies and Unmanned Aircraft System Accidents


The U.S. FAA and National Transportation Safety Board (NTSB) have taken an active interest in the subject of UAS accident-related terminology and taxonomies for some time now.  The author, along with employees of MITRE (a Federally Funded Research and Development Corporation) and Lockheed Martin Information Systems and Global Services, has been involved in a significant amount of work aimed at identifying the extent to which existing systems of records are suited to collecting UAS accident-related information, as well as where changes are needed to ensure relevant data gleaned through investigation is captured for subsequent use.

Using the control link example from above, it is critically important to future prevention efforts to understand the stability of such links as a safety issue in itself.  Likewise, as a matter of certification policy, it is equally important to document and be able to revisit accidents where link failure has been observed in the sequence of events to answer a very important question: once the accident sequence started, would the outcome have been different had a pilot been aboard the aircraft instead of dependent upon a stable control link?
A lost link could be the cause of an accident, a condition that continued the accident sequence, or an ancillary failure that had no impact on the overall outcome of the accident.  Making a worthwhile preventive recommendation then depends upon being able to answer such questions as:
· Has this failure been observed before?  If so, how frequently?

· Is a similar failure possible in other unmanned aircraft systems?

· Is the outcome of a similar failure in similar systems comparable to this accident?

The bottom line of this discussion is that regulators and investigators alike need a much greater level of insight into what is normal and abnormal, for unmanned aircraft systems in general and individual types of UAS in particular, to be able to do their jobs effectively.
Why Has It Been So Hard to Start the Conversation?


Despite steady growth in overall flight activity, UAS operations are still largely in their infancy in the civil aviation sector, although their use is rapidly expanding in the national defense, homeland security and law enforcement communities.  This means that public-use UAS operators represent the single best source of the kinds of operational and safety data needed to support the safe growth of commercial UAS activity, since they are far ahead of virtually all other users in the development of certification criteria (especially with respect to system reliability), safe operating protocols, and UAS-specific accident investigation procedures.  However, the challenges associated with obtaining and leveraging such information are different based on the organizations involved, because each has a different set of core concerns associated with its release and exploitation, even for the highest-minded purposes.

Military UAS Operators


In the U.S., the uniformed military services have the option of asserting what is familiarly known as the “safety privilege” in controlling the release of information developed through aircraft loss investigations.  The availability of this privilege in turn led to the evolution of two distinct processes to document each such loss: 

· The “mishap investigation,” governed by individual service safety directives; and 

· The “accident investigation” (sometimes called the “collateral; investigation”), which is conducted in accordance with service legal directives that conform to certain requirements of U.S. public law as well as the Uniform Code of Military Justice.  (6)

To perhaps oversimplify the differences between these two processes, the former does not make use of sworn testimony, may offer witnesses a promise of confidentiality regarding their statements, and results in a report created solely for the purpose of preventing the recurrence of similar losses in the future.  The latter uses the body of factual information gathered by the mishap investigators as a starting point, obtains sworn testimony from either the same set of witnesses or others identified as needed, and generates a report – including a legally protected “statement of opinion” by the lead investigator regarding the cause or causes of the accident – that may be used for any purpose (prosecution, civil litigation, etc.).

The fruits of accident investigations – which are rich in factual data but only are prepared for accidental losses totaling $2 million or more – generally are available to the FAA, but only on the same basis as any member of the public can obtain them.  Mishap investigation results, which are based on candid testimony and expert interpretation of the factual data by those best qualified to render it, never are made available to the FAA.  Absent explicit legislation aimed at compelling their release, they never will be, for the simple reason that all mishap investigation reports for both manned and unmanned aircraft accidents must be protected uniformly to preserve their privileged nature.
The legal protection of the safety privilege is not the only reason why military UAS operators are likely to be wary of releasing operational or safety data relating to them.  For example, safety vulnerabilities left unaddressed could be translated into operational countermeasures that could be used against current UAS operators.  While the twin principles of operational safety and operational security often are in tension, rarely have they been as interrelated as they are in the world of unmanned aircraft systems.

Law Enforcement Agencies

Similar, although slightly different sensitivities arise in the case of law enforcement organizations operating unmanned aircraft systems.  For example, the biggest non-military user of the Predator family of UAS is the U.S. Customs and Border Protection (CBP) Office of Air and Marine.  Although CBP was the operator of the Predator whose 2006 crash marked the NTSB’s first UAS investigation, it has matured into a responsible and effective user of both the resource and the airspace.  In addition, CBP has built a well-earned reputation for clear communications with the FAA on all UAS-related matters, including the occasional operational anomaly.
The main constraint on the use of CBP’s incident information is that, in many cases, the only way they can describe a sequence of events is by referring to a specific mission profile or route.  This information frequently tends to be “security sensitive information” (SSI) which is defined as “information obtained or developed in the conduct of security activities, including research and development, the disclosure of which… would — 

“(1) Constitute an unwarranted invasion of privacy (including, but not limited to, information contained in any personnel, medical, or similar file);

“(2) Reveal trade secrets or privileged or confidential information obtained from any person; or

“(3) Be detrimental to the security of transportation.” (7)
A related type of information – like SSI, also considered “sensitive but unclassified” – is “law enforcement sensitive,” used by public safety officials to protect the following:
· Informant and witness information; 

· Grand Jury information subject to the Federal Rules of Criminal Procedure, Rule 6(e), Grand Jury Secrecy Proceedings and Disclosure; 

· Investigative material; 

· Law enforcement sources and undercover operations; 

· Law enforcement intelligence sources and methods; 

· Federal law enforcement agency activities; 

· Federal support to state and local law enforcement activities; 

· Information pertaining to the judiciary, to include investigations of inappropriate communications; and 

· Personnel information pertaining to employees of the [U.S. Marshals Service]. (8)

While not presenting exactly the same obstacles posed by the military’s “safety privilege,” SSI and law enforcement sensitive information often are difficult-to-separate components of UAS incident reporting, if only because they tend to provide essential context for understanding how a given event took place.  However, the underlying issue is the same: all incident information kept close because some of that information must be protected.

Manufacturers and Developers


The final group that operates UAS in any significant numbers is the manufacturers themselves.  Rather than being rooted in operational security, their reluctance to go into detail regarding development problems and subsystem issues lies in the uniquely market-based concerns of proprietary and business-sensitive information.  
The vast majority of foreseeable applications of unmanned aircraft systems to market-defined tasks lie in that portion of the UAS spectrum where payload and close-in endurance are king.  While large, sophisticated unmanned aircraft generally are the headliners in news coverage and the marquee items at trade shows, the majority of systems likely to be aloft in the future will be smaller, affordable unmanned aircraft incorporating general-purpose imagery.  Virtually any commercial or governmental entity operating within a limited budget is far more likely to be drawn to such systems, especially since a relative handful of the “dull, dirty and dangerous” missions at which they excel require long-range capability.
That said, it is clear that the keys to marketplace success will be innovation and efficiency.  Highly capable unmanned aircraft systems at the smaller end of the spectrum require significant amounts of automation and engineering to minimize pilot workload and maximize stability.  Such qualities are developed through good design coupled with trial and error, and as such must be tested extensively before being offered for sale.  
Interestingly, although UAS experimental certificates are intended to meet the needs of marketing and testing, not one currently valid certificate of this type has been issued for a small UAS.  The most likely reason for this is that, for now, the regulatory gray area associated with model aircraft is being used to test small UAS concepts.  That being the case, there is no established structure within which anomalous events are required to be reported to the FAA.  

This is not to say that the manufacturers themselves are unaware of the types of occurrences which could be highly undesirable if encountered in controlled airspace.  It simply means that nothing obliges them to talk about them.  Given the competitiveness of the expanding UAS market, it is most unlikely that any of them are likely to do so in a public forum where the advantages and defects of different systems could be more easily compared.
The Way Forward

As this paper has explained, there really is no option: more and better data regarding UAS in general, and safety-related data in particular, is essential if UAS users want greater access to shared airspace than they have today.  John Allen, Director of the FAA’s Flight Standards Service, has observed, 

What level of trust do we give this technology? We just don't yet have the data… We are moving cautiously to keep the National Airspace System safe for all civil operations. It's the FAA's responsibility to make sure no one is harmed by [an unmanned aircraft system] in the air or on the ground. (9)

As both creators and consumers of precisely the kind of information that is most needed to move forward with the necessary regulatory structure, air safety investigators are in a unique position to help shape the conversation regarding how to address the various concerns regarding its use and misuse outlined above.  At the same time, we must be equally clear that these concerns all are legitimate.  The need for better collection and dissemination of UAS-related information does not outweigh the needs of national security, law enforcement operations or competitive growth… but it deserves equal consideration with them if the public is to be satisfactorily served and the state of the art is to move forward.

So, what’s the solution?  We must start from the basic understanding that aviation safety data has been collected and systematically analyzed for the past eighty years.  Over that time, countless systems have been developed to capture and track information of importance to operators and regulators alike.  However, it has only been in the last decade that there has begun to be a convergence of those many interests in the direction of voluntary information sharing, with regulations and information technology platforms tailored to accommodate the needs of all concerned.

The protection of sensitive information always is a core concern of such information’s owners.  The reality of regulatory protections is that they inevitably have limits.  For example, several years ago, the FAA promulgated 14 CFR Part 193, “Protection of Voluntarily Submitted Information.”  While a significant advance in institutional trust-building among owners of useful safety data, 14 CFR §193.9 lists multiple circumstances under which such information may be disclosed… not exactly confidence-inspiring for those entities with their own protections already in place.

Similarly, 14 CFR Part 13 – which for the most part addresses the FAA’s enforcement powers and procedures – was modified several years ago to specifically protect flight operations quality assurance (FOQA) data from use in enforcement actions.  The caveat here is that a FOQA program must be “accepted,” and such acceptance may be withdrawn for “failure to implement corrective action that analysis of available FOQA data indicates is necessary in the interest of safety,” among other reasons. (10)  In short, current UAS stakeholders are unlikely to accept any concepts for more centralized and consistent data collection if there is any possibility of their losing control of it.

It seems clear, then, that the stakeholders themselves will have to develop a framework within which they are comfortable sharing data of varying degrees of value to different users.  Given the unfortunate and ongoing willingness of many legal systems to favor prosecution over protection, any data exchange architecture intended to advance the safety of unmanned aircraft systems almost certainly would have to be explicitly protected by law to be attractive to submitters.  This is a worthwhile goal, and one which the air safety investigator community can and should pursue with the various UAS interest groups first before approaching the individual operators with requests for greater transparency.


There is one other aspect of this issue that must be acknowledged, even if it cannot readily be solved, simply because in the long run it is likely to be the most difficult to overcome: the quality and availability of the data itself.  While the word “expendable” rarely is used in the context of complex systems costing thousands or tens of thousands of dollars, the fact remains that they are orders of magnitude less expensive than the manned aircraft they supplant.  There are scenarios in which an unmanned aircraft may be deliberately flown beyond the point of safe recovery in support of a mission where lives are at stake, or where the objectives necessitate a one-way trip based on the system’s capability.

Many UAS operators, especially in the military, do not as readily acknowledge UAS as being aircraft so much as high-end equipment.  This has led to some of the current conversations between public use agencies and regulators regarding the appropriate level of aviation qualification and training to be expected of UAS pilots in shared airspace.  However, with respect to the collection of information needed to support their safe evolution, this attitude’s more damaging effect is on the quality and quantity of small UAS record-keeping itself.

Institutionally, it’s easy to understand the problem – aircraft are aircraft, tanks are tanks, and trucks are trucks.  They’re vehicles, and vehicles are supported by stocklisted parts.  However, small unmanned aircraft systems are themselves treated as components instead of full-fledged aviation systems.  For example, the popular and well-designed RQ-11 Raven, built by Aerovironment, has its own end-item National Stock Number (NSN 1550-01-549-5291).  So, it is fair to infer that unmanned aircraft systems themselves are being managed as logistical assets, with the less operations-oriented record-keeping that such items warrant.  

While the military has long experience with keeping reasonably detailed usage and maintenance records for many pieces of equipment, such documentation typically has been in the domain of maintenance personnel rather than line aviators.  It is understandable that logging flight time and filing flight incident reports may be problematic for users whose primary job is not flying, but that is precisely the point – the data that would be most useful in determining the extent to which problems encountered in service are isolated or widespread most likely is not being collected at all.  If that is the case, the more obvious problem of access to existing records may be overshadowed by the far greater problem of failing to keep relevant records in the first place.  Overcoming that hurdle, and obliging UAS operators to think about their unmanned aircraft as aircraft instead of simply as equipment providing aerial vantage points, may be the biggest challenge of them all.
The Final Word

The theme of the 2011 ISASI Annual Seminar – for which this paper was specifically prepared – is “Investigation: A Shared Process.”  There are few issues in which the need for effective “sharing” of knowledge and resources may be as important as those related to figuring out how to safely operate manned and unmanned aircraft in shared airspace.  The information available in the many scattered, proprietary or otherwise protected UAS investigations that have taken place over the past decade must be gathered, analyzed, and exploited to improve both the safety of UAS and their operations and the quality and effectiveness of future UAS-related safety investigations.

Attorney Timothy Ravich, writing in the North Dakota Law Review in 2009, offered a succinct summary of the broad issues surrounding successful UAS integration:

While the path for [UAS] development in the military, civil, and commercial sectors domestically and internationally seems clear, the saying that “the sky's the limit” may literally be true as [UAS] increasingly become part of the national airspace system (NAS). After all, the national airspace is already occupied by aircraft manned by general, commercial, and military interests, and it is not entirely clear whether, when, how, or if [UAS] of every type can or should be incorporated into the busy NAS environment.  Whether [UAS] can be integrated into the national airspace without also posing a safety or national security issue is an open question. (11)
Safety professionals of all stripes will play a defining role in answering the questions posed by Mr. Ravich.  It seems inevitable that accidents involving UAS will form part of the backdrop against which they will be considered.  Only honest data describing both the context within which such accidents take place and the factors surrounding their root causes will lead to the safe integration of unmanned aircraft systems throughout the world’s airspace systems, and to the development of regulatory controls consistent with the risks that UAS pose to the other users of those systems.

ENDNOTES
(1) Government Accountability Office, GAO-08-511, UNMANNED AIRCRAFT SYSTEMS:  Federal Actions Needed to Ensure Safety and Expand Their Potential Uses within the National Airspace System, p.16.
(2) Title 49, United States Code, Section 40101(d)(4):  The FAA Administrator is charged with “controlling the use of the navigable airspace and regulating civil and military operations in that airspace in the interest of the safety and efficiency of both of those operations.”
(3) See 14 CFR 3.5(a) for the FAA definition of “airworthy.”  This definition is expanded upon in FAA Order 8130.2, Airworthiness Certification of Aircraft and Related Products.  TSOs are defined and described in 14 CFR Part 21, Subpart O, Technical Standard Order Approvals, and are specified where required to ensure an aircraft’s proper performance in certain classes of airspace throughout 14 CFR Part 91.
(4)  For more information, see the Web sites for these groups at www.modelaircraft.org (AMA); www.auvsi.org (AUVSI); www.uvs-international.org (UVS International); and, www.uavs.org (UAVS).

(5)  COAs in general are issued in accordance with FAA Order JO 7210.3, Facility Operation and Administration; UAS-related COAs are tailored to the needs of each proposal in accordance with FAA Notice 7210.766, Unmanned Aircraft Operations in the National Airspace System (NAS), and an interim policy guidance document soon to be codified as a formal issuance.  Special Airworthiness Certificates in the Experimental Category for UAS are issued in accordance with FAA Order 8130.34, Airworthiness Certification of Unmanned Aircraft Systems and Optionally Piloted Aircraft.
(6)  The following service directives govern mishap and accident investigations:

· Air Force Instruction (AFI) 91-204, Safety Investigations and Reports
· AFI 51-503, Aerospace Accident Investigations
· OPNAV Instruction 3750.6, Naval Aviation Safety Program
· JAGINST 5800.7C, Manual of the Judge Advocate General
· Army Regulation (AR) 385-40, Accident Reporting and Records
· AR 27-20, Claims
(7)  Title 49, Code of Federal Regulations, Section 1520.5.

(8)  Review of the Department of Justice’s Reporting Procedures for Loss of Sensitive Electronic Information, Evaluation and Inspections Report I-2007-005, Office of the Inspector General, U.S. Department of Justice, June 2007.
(9)  “Privacy Issues Hover over Police Drone Use,” The Washington Post, January 23, 2011.

(10)  See 14 CFR §13.401, “Flight Operational Quality Assurance Program: Prohibition against use of data for enforcement purposes.”
(11)  Timothy M. Ravich, “The Integration of Unmanned Aerial Vehicles into the National Airspace,” 85 North Dakota Law Review 599-600.
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